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Speeding Up to Keep Pace

While they can potentially pose risks, ChatGPT and other generative Al systems are beginning to revolutionize supply management, and organizations
need to act quickly or be left behind.

a z By Edmund Zagorin, Alan Rice

Key Takeaways

e Among the potential uses for generative artificial intelligence (AI): answering supplier questions or surface material
for other “frequently asked questions” relevant to the internal knowledge base.

e That sensitive intellectual property (IP) or private information will be released into a generative Al tool is a concern
for companies.

e Generative Al technology is spreading more rapidly than any other.

Editor’s note: This article provides an overview of several risk areas as well as common-sense guidelines relating to generative
artificial intelligence (AI). The authors’ research was in preparation for drafting a safety and ethics policy for governing suppliers’
“liant use of A, and these discussion points are meant to provoke and inspire further internal discussion, not to summarize a



comprehensive list.

ho isn't intrigued about ChatGPT and other generative artificial intelligence (AI) bots like Google’s Bard and
Anthropic’s Claude? Like everyone else, supply management leaders are excited to see how the technology can
author and edit documents, answer questions and perform a shocking range of cognitive discovery and reasoning
tasks.

For some, Al is like having the futuristic computer on the “Star Trek” Enterprise come to life. It's a game changer. Others are
hesitant, unsure of how the technology will impact them, their jobs and organizations.

Is this current fever, spurred by the release of ChatGPT, an Al hype cycle?

Undoubtedly, yes. Even OpenAI CEO Sam Altman has said that people are “begging to be disappointed” by the release of GPT-4,
the company’s most advanced version of ChatGPT. Yet, it is still mindboggling that this newer model can score better on the
Uniform Bar Examination than about 90 percent of human lawyers.

Generative Al which uses models to generate text, images, video and voice with simple web-based interfaces, has become a hot
topic among business leaders around the world. Mentions of the technology in earnings calls by public companies, where it has
been touted as a great opportunity, spiked between the fourth quarter of 2022 and Q1 of this year. It's considered so promising
that IBM announced in May that it would pause hiring for 7,800 current and future roles that the company believes can be done by
AL

Given that generative Al may soon be performing tasks or heavily supporting human decision-making in sales, marketing,
purchasing and supply management, it's important to acknowledge potential risks related to privacy, algorithmic bias, inaccuracies
and even business continuity.

How can procurement and supply chain teams minimize the risks of these new technologies, whether they are used internally or
by suppliers or other third parties? And what guardrails need to be put in place to ensure that Al operates ethically, accurately and
securely?

How Generative Al Can Help Procurement

Why are ChatGPT and generative Al relevant to procurement and supply chain functions? During a recent Institute for Supply
Management® (ISM®) Thought Leadership Committee meeting, this topic was discussed. Among the issues raised:

e ChatGPT can be used to draft documentation for an RFP and RFQ and can create a template for a novel spend category in
minutes or even seconds. Can these templates be used as a library? If so, how trustworthy is it? By analyzing factors like cost,
past performance and capacity, can ChatGPT help supply management organizations identify the most suitable suppliers?

e Suppliers might start replying to sourcing events and other solicitations using text generated by ChatGPT. Should this be
permitted? What level of scrutiny should be provided to potential AI- generated commercial offers? Would the procurement
organization even know if an Al system was responding to the vendor?

e ChatGPT can be used as a generative interface to answer supplier questions or surface material for other “frequently asked
questions” relevant to the internal knowledge base. Should procurement and supply chain teams be using this technology? Can
they rely on the accuracy of the responses?

e Procurement and supply chain teams often struggle with gaining IT co-ownership on long technology integration cycles — or
integration budgets. ChatGPT can write software — and it excels at software that is highly repetitive, like that for systems
integration and connecting. Can or should procurement teams use ChatGPT to enhance or accelerate integration plans in the
absence of IT support? Should professional services teams that deliver integrations, especially those that involve custom
IT/software engineering, be required to leverage Al-assisted engineering tools like GitHub Copilot to shorten cycle time and
radically reduce the cost of unifying data from disparate systems?

e What are the intellectual property implications of ChatGPT for sensitive, private or potentially copyrighted information? Is it
possible to limit the risk associated with (1) using ChatGPT or (2) suppliers feeding information into ChatGPT?

Fraud Risks
The cybersecurity risks associated with generative Al range from supplier and PO fraud to spearfishing.

Procurement and accounts payable teams tend to be familiar with a type of fraud in which hackers impersonate a procurement
organization, asking suppliers for sensitive financial information by sending them a fake PO. ChatGPT has raised alarms among
security researchers, who believe the technology has already caused a “tidal wave” of these types of phishing scams.

A scam targeting a supplier, even a small one, can be used to compromise its customers’ procurement teams — and keep
spreading. For example, the 2021 SolarWinds attack used a single supplier's compromised systems to attack 18,000 other entities.
n substantially improve systemic risk from multiplying and decreasing the costs of this type of attack.



On the other hand, suppliers might worry about the accuracy or fairness of Al selecting the winning vendor from a sourcing
process. For example, customers — or hackers — could potentially manipulate the AI system to favor certain suppliers over others,
potentially tipping the scales on a lucrative contract.

Beware of Sensitive IP

Another risk is the release of sensitive intellectual property (IP) or private information, with data entered into a generative Al tool
being viewed by other companies or users of the service.

While the spread of such information can happen without malicious intent, it is still alarming that sensitive IP and trade secrets
could be stolen by Al That's why Samsung and other companies have recently banned or paused employee use of generative Al
technology while investigating potential risks.

Additionally, without proper data privacy safeguards, sensitive information could be mishandled or leaked. This could lead to
serious legal consequences under such laws as the General Data Protection Regulation (GDPR) in the European Union (EU), as well
as harm a company’s reputation.

Mitigating Algorithmic Bias

Many new Al systems provide algorithmic recommendations for suppliers. Such recommendations could incorporate training data
biased against historically marginalized suppliers, contradicting the stated intentions of organizations’ supplier diversity
programs.

If biases present in the data aren't properly addressed, Al could perpetuate or even exacerbate these biases, leading to unfair
outcomes and legal liability. Such a situation could also work against efforts to develop new suppliers or those from strategically
relevant and historically underrepresented communities.

For example, one researcher on algorithmic bias found that algorithms used in hiring decisions would down-rank candidates with
applications containing the word “woman.” Based on training data, the features that best predicted a candidate’s hire were (1) the
applicant was named Jared and (2) had played lacrosse.

Such algorithmic recommendations can now appear inside of systems from such providers as SAP and Oracle, as well as rankings
for all sorts of corporate functions — and are also potential legal liabilities. New York recently adopted a law that will hold
companies legally responsible for algorithmic bias in automated hiring tools that could run afoul of labor laws or create the basis
for a complaint through the U.S. Equal Employment Opportunity Commission.

Automated tools used in selecting the right person for the job are similar to those used in choosing the right supplier for the
contract or PO. Though many jurisdictions or countries have regulations about fairness and transparency in supplier selection and
awards, an Al bias scenario could occur.

An example of Al deception: In 2018, a large global tech company developed a machine that could call restaurants to make
reservations. It impersonated a human, complete with “ums” and “ahs.” It didn't take long for backlash — as this created a sense of
being “lied to.”

A similar situation can happen if suppliers are unclear or unaware of how Al is acting with them. Therefore, it's critical to make the
Al system’s decisions as transparent as possible. This could entail sharing with suppliers how Al makes decisions or creating
confidence scores to indicate the certainty of a machine’s outputs.

Panic-Induced Disruption

In addition, supply management professionals face the risk of supply disruptions caused by Al-induced “panic-buying” or self-
triggering bullwhips.

The classic “run on the bank” model is a panic induced by fear of being too late to access a needed resource. Earlier this year, this
dynamic played out dramatically in the Silicon Valley Bank collapse. The fundamental structure of such a disruption scenario is no
different than that of many common supply shortages.

This issue came to the fore early during the coronavirus pandemic, when the U.S. Joint Artificial Intelligence Center (JAIC, now part
of the Chief Digital and Artificial Intelligence Office) developed a model to predict panic buying. The concern was that if AI could be
useful in detecting or preempting a run on a specific commodity, food or medicine, it could also trigger an autonomous buying
cycle, potentially causing a run.

Another example: In 2010, relatively early in the age of algorithmic trading, a single day-trader created a so-called “flash crash,”
temporarily wiping out more than US$1 trillion in market value.

As Al becomes more fused with autonomous systems that monitor markets and conduct buy cycles for repetitive transactions —
‘ar to algorithmic trading in financial markets — it's conceivable that the risk of causing a shortage by trying to “beat the
2t" ahead of a price spike could unintentionally trigger a disruption. For such categories as food, fuel and medicine, cascading



and overlapping disruptions could prove immensely painful to procurement and supply management teams, as well as customers
and communities.

Additionally, AI-managed inventory decisions could lead to unintended stock levels and such issues as too much or too little
inventory, back orders, loss of revenue, increased logistics costs, and loss of customer confidence.

Guidelines and Guardrails

Generative Al technology is spreading more rapidly than any other. At five days, ChatGPT ranks as the second fastest product to
reach 1 million users (Threads reached 2 million signups in two hours.)

In the past, technological innovations took years to implement, but generative Al has shrunk this timeframe to months or even
weeks. Thus, it makes sense — as quickly as possible — to create at the least a minimalist policy around its use. This will help
organizations be prepared as it becomes more prevalent among procurement organizations and suppliers, eliciting questions
regarding its safe use.

Having guidelines or putting guardrails in place can prevent this technology from becoming potentially disruptive or prevent
supply management teams from delivering on everyday business objectives. Such a policy should:

1) Establish common-sense internal guidelines for responsible generative Al use outside the workplace. People are going to use
this technology outside of work because it's entertaining and useful. Therefore, guidance on what information should and
shouldn’t be included in non-workplace prompting is paramount to responsible use. Users should be trained to effectively use Al
tools and interpret their outputs, instead of experimenting with it. They should also be aware of Al's limitations and potential risks,
along with company policies allowing or prohibiting certain activities.

2) Make clear to suppliers that information should never be shared with generative Al tools like ChatGPT. A team member putting
confidential information into a generative Al system, which then becomes accessible to competitors and suppliers, is a recipe for
disaster. IT teams are already racing to establish such rules, but they tend to be internally focused. Procurement and supply chain
professionals must communicate expectations to supplier partners. Additionally, it's important for supply management teams to
follow relevant data privacy laws and regulations like GDPR. Implement data anonymization and encryption techniques to protect
sensitive information. ChatGPT or generative Al should never be allowed to access or share data it is not explicitly permitted to use.

3) Form a “tiger team” to identify the top leverage areas for prompting and develop recommendations for detecting illegal
algorithmic bias. To use this technology effectively, a human user must “prompt” the interface with a specific set of keywords,
which can be phrased as a command or a question. Team members may be eager to learn and improve their proficiency in
prompting ChatGPT for document templates and creating questions, primarily for internal documents. Creating effective prompts
is a nascent skill, so consider training your teams or hiring a “prompt engineer” to reduce erroneous outputs from an Al system.

By creating guidelines for editing and challenging generative Al, you can also start a discussion on how to detect and curate
algorithmic bias. Consider implementing procedures to detect and mitigate biases in the system’s data and outputs. This could
involve bias audits, fairness metrics and diverse training data sets. Al should promote fairness and equal opportunity in every
decision and action.

4) Begin a discussion around self-triggering supply disruptions. What commaodity categories are potentially vulnerable? How are
other market participants working through this challenge? What signals or speed bumps would be suitable to share with other
market participants during a panic? These are all topics of strategic concern for supply — and business — continuity, whether Al is
used by your organization or other buyers and sellers. What are the macroeconomic and larger market risks associated with AI?

5) Discuss future evolution of guardrails around generative Al As technology advances and business practices change, the
guardrails for using such Al systems as ChatGPT within procurement will need to adapt. Consider future enhancements to Al
capabilities that may be needed to enable expanded and more advanced features like predictive analysis, natural language
processing, bias audits and fraud detection. Changes in legal regulations may also require updates to data privacy and compliance
procedures. Regular monitoring and updates will be crucial to ensure an Al system continues to provide value while operating
ethically and securely within your company’s supply chain.

Failing to Plan is Planning To Fail

There is a lot of hype around Al and for many in supply management, it's nothing new. There have been cyclical periods of Al hype
and so-called "Al winters,” when the rising expectations of total automation meet the disappointing reality of the many limitations
or drawbacks of current models.

And yet, these models are only getting better, and the speed of improvement is increasing. An organization that doesn't have
internal discussions and form clear boundaries and specific intentions ahead of generative Al's acceleration might be “stuck” with
the ideas and recommendations that Al itself generates.



Given the speed at which generative Al has exploded into the marketplace, organizations will have to move fast to consider what
the technology will look like in three, six or nine months — not years. A safe bet is that the speed of generative Al is unlikely to
slow down. Companies will have to embrace it quickly — slow adopters could suffer consequences, which in today’s world can shift
overnight.

Common-sense guidelines or guardrails can help ensure that Al tools like ChatGPT are used responsibly and effectively in
procurement and supply chain operations. In the end, such guidelines will also help enhance the benefits that generative Al will
provide your organization, while minimizing potential risks and challenges.

The speed of Al change has just kicked into overdrive — and supply management organizations will have to speed up to keep
pace.

What Risks Does ChatGPT Pose to Supply Chains? We
Asked; It Answered

As an Al language model, ChatGPT does not directly pose any risks to the supply chain. However, there are potential risks
associated with the use of Al and automation technologies in the supply chain that could indirectly affect ChatGPT's
operations.

One such risk is the over reliance on technology, which can lead to disruptions in the supply chain if the technology fails or
malfunctions. For example, if a warehouse management system that relies heavily on AI malfunctions, it could result in delays
in shipping and receiving goods.

Another risk is the potential for cybersecurity breaches, which could compromise the integrity of the supply chain. For
example, if a hacker gains access to a company’s Al-powered logistics system, they could manipulate orders and deliveries,
causing significant disruptions.

Lastly, there is the risk of unintended consequences from the use of Al in the supply chain. For example, if an Al algorithm is
used to optimize delivery routes, it may prioritize speed over safety, potentially increasing the risk of accidents and injuries.

In conclusion, while ChatGPT itself does not pose any direct risks to the supply chain, the broader use of Al and automation in
the supply chain carries potential risks that need to be carefully managed and mitigated to ensure the smooth functioning of
the supply chain. — Provided by Edmund Zagorin and Alan Rice
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